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abstract Obtaining a Self Driving Vehicle requires a well-planned collaboration be-
tween different areas and technologies, namely, it is crucial to effectively
combine the sensory systems with the ability of remotely control the vehi-
cle. This dissertation, integrated in the University of Aveiro Autonomous
Driving project ATLASCAR2, links the vehicle’s actuators to the percep-
tion, navigation and decision making algorithms by creating a control and
monitoring infrastructure and presents solutions to remotely control vehi-
cle’s direction and speed.
The control and monitoring infrastructure developed in this work uses the
Controller Area Network of the vehicle for communication purposes and
to access the current status of the vehicle by processing the messages ex-
changed between control units. In order to obtain solutions to remotely
act on the direction and speed of the vehicle, the operation logic of the
steering and propulsion systems of the Mitsubishi i-MiEV was studied and
solutions that replicate the behaviour of the sensors used on these system
are implemented.
The results show the appropriateness of the developed solutions to control
and monitor the vehicle and prove the feasibility of the method used to
remotely control the steering wheel and accelerator pedal of the vehicle.
However, for the braking system, an external mechanical actuator acting on
the brake pedal is required to effectively control this system.
Based on the results, the presented solutions show the great potential of
utilizing the ATLASCAR2 to be used as a test platform of Autonomous
Driving applications in a near future.





palavras-chave Controller Area Network; SocketCAN; Arquitetura ROS; Controlo Remoto;
Electronic Control Units; Sistema de Direção; Sistema de Propulsão

resumo A obtenção de um Véıculo Autónomo requer colaboração entre várias áreas e
tecnologias, nomeadamente, é fundamental conseguir combinar os sistemas
sensoriais com a capacidade de controlar o véıculo remotamente de forma
eficaz. Esta dissertação, integrada no projeto de Condução Autónoma da
Universidade de Aveiro ATLASCAR2, conecta os atuadores do carro aos
algoritmos de perceção, navegação e tomada de decisão criando uma in-
fraestrutura de controlo e tomada de decisão e apresenta soluções para
controlar remotamente a direção e velocidade do carro.
A infraestrutura de controlo e monitorização desenvolvida neste projeto uti-
liza a Controller Area Network do véıculo para efetuar a comunicação e
aceder ao atual estado do véıculo através do processamento das mensagens
trocadas entre as unidades de controlo do mesmo. Para obter soluções para
a atuação remota da direção e velocidade do véıculo, foi estudado o modo
de funcionamento dos sistemas de direção e propulsão do Mistubishi i-MiEV
e a solução implementada replica o comportamento dos sensores utilizados
nestes sistemas.
Os resultados obtidos demonstram a adequação das soluções desenvolvidas
para o controlo e monitorização do véıculo e comprovam a viabilidade dos
métodos utilizados para controlar remotamente o volante e acelerador do
carro. No entanto, para o sistema de travagem seria necessário utilizar o
atuador mecânico externo a atuar no pedal do travão para controlar este
sistema remotamente.
Os resultados apresentados evidenciam que o véıculo ATLASCAR2 possa
ser utilizado como plataforma de testes de Condução Autónoma num fu-
turo próximo.
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Chapter 1

Introduction

Autonomous Driving (AD) has become one of the focus of the automobile industry over
the past years, as such, many technological advances have been developed at industrial
and academic levels. As the systems evolve, it becomes clear that AD is the future of
the automobile industry, since, in its complete development, it will drastically improve
the safety and e�ciency of the vehicle's mobility.

To obtain a level of Full Automation (the vehicle performs all driving tasks under
all conditions) di�erent technologies must be combined. Road and obstacle detection,
trajectory planning and decision making algorithms are responsible for de�ning the speed
and direction of the vehicle. To move the vehicle based on this information, a full control
of its main actuators is required, which can be achieved by taking advantage of the high-
computerised operation methods on today's automobiles.

Modern vehicles are no longer composed only by mechanical components. Instead,
they use several Electronic Control Units (ECU) communicating via an internal vehic-
ular network to monitor and control the car status [1]. Based on the understanding of
these concepts and the Mitsubishi i-MiEV operating logic, this dissertation aims to �nd
solutions for the remote control of the i-MiEV steering wheel and speed and integrate
these controllers in the AD global system in a robust and e�cient way.

1.1 Project Context and Motivation

1.1.1 The ATLAS Project

This dissertation is part of the ATLAS project, created by the Group of Automation
and Robotics at the Department of Mechanical Engineering of the University of Aveiro,
Portugal. This project is focused on the development of a sensory architecture in order
to create autonomous navigation solutions in cars and other platforms [2].

The �rst step on the ATLAS project was the development of mobile autonomous
robots (Fig. 1.1), which took part at the Portuguese National Robotics Festival au-
tonomous driving competitions. The participation and success in this AD competition
allowed the project to proceed to the next step, the ATLASCAR1.

ATLASCAR1 (Fig. 1.2) is a Ford Escort model used as prototype for research on
Advanced Driver's Assistance Systems. The vehicle was equipped with several sensors to
identify the surroundings and act on the vehicle mechanical components using external

1



2 1.Introduction

Figure 1.1: ATLAS robots at the 2010 Robotics Festival - Atlas2010 and AtlasMV3 [2].

actuators for that propose. After some interesting and successful results, the ATLAS
project evolved to a new full-sized platform, the ATLASCAR2.

Figure 1.2: ATLASCAR1 test platform [2].

The ATLASCAR2 (Fig. 1.3) is an electric Mitsubishi i-MiEV vehicle from 2015 in
which the research in this dissertation will occur on. This car is equipped with LIDAR
sensors, GPS and cameras used in navigation and perception algorithms. The fact that
it is a more modern car than the ATLASCAR1, brings new and easier possibilities to
test and control the algorithms, as this dissertation will describe.

Diogo Figueiredo Master Degree



1.Introduction 3

Figure 1.3: ATLASCAR2 test platform [3].

1.1.2 Self Driving Vehicles and Technology

As described above, the main objective of the ATLAS project is to create a Self Driving
Vehicle (SDV) { ATLASCAR2. The interest in this technology is one of the major
motivations for the development of this dissertation.

The International Society of Automotive Engineers (SAE International) has divided
the level of automation of a vehicle in six di�erent levels (Fig. 1.4), based on four
principal parameters: execution of steering and acceleration/deceleration, monitoring of
driving environment, fallback performance of dynamic driving tasks and system capa-
bility [4].

In the �rst three levels (0-2), the human monitors the driving environment. These
are the most common degrees of automation on today's automobile industry. In the
levels 3-5 the automated driving system monitors the driving environment. These are
the levels in which this dissertation will work on, since the steering and speed control
works with an automatic digital system. At the third level (Conditional Automation) the
vehicle performs all the driving tasks with the expectation that the driver will respond
appropriately to a request to intervene. In the level 4, called High Automation, the
driving tasks are performed by the vehicle even if the human does not respond to an
override request. In the last degree { Full Automation { the vehicle performs all driving
tasks under all conditions. At this level, no human attention is required.

The recent interest in the development of AD technologies is mainly driven by two
reasons: safety and time. In 2019 there were more than 135 thousand road accidents in
Portugal [6]. Most of these accidents were caused by human error, such as drink-driving,
over-speed situations or infringement of tra�c laws. These situations would not have
happened in an autonomous driving environment where the human does not intervene
directly in driving task. Also, in a level of Full Automation, humans can be completely
free from driving tasks, allowing them to dedicate the travelling time to other purposes.
Statistics are that, in the U.S., the average time spend inside the vehicle is almost an
hour per day [7]; that time could be used in other activities if travelling in a last-level

Diogo Figueiredo Master Degree



4 1.Introduction

Figure 1.4: Levels of Driving Automation [5].

SDV.
What seems to be against the insertion of SDV on the roads are mainly ethical issues,

since no technology is 100% error free and the fact that a system mistake can cost a
human life can be a real issue. In Portugal, AD tests are allowed as long as a human
driver is ready to intervene in the vehicle at any time.

1.2 Problem Description and Objectives

The ATLASCAR2 project is in a phase where the perception and navigation algorithms
are ready to be incorporated within the Mitsubishi i-MiEV hardware. That said, the
next step in this project is to be able to remotely control the vehicle's main actuators:
steering wheel, brake and accelerator pedal. Thus, the main focus of this dissertation is
to develop and manually test solutions to act on the ATLASCAR2 speed and direction, in
order to allow their further integration with the perception and navigation algorithms,
in case of success. A schematic representation of how this dissertation suits in the
ATLASCAR2 project is presented in Figure 1.5.

Perception and Naviga-
tion Algorithms (road

and obstacles detection,
trajectory planning, etc.)

Remote Control of
External Actuators

(steering wheel, braking
and accelerator pedal)

Objective:
Remote Manual Operation of the Actuators

Autonomous Algorithms Actuation

Figure 1.5: Dissertation function in the ATLASCAR2 project.

Diogo Figueiredo Master Degree



1.Introduction 5

To properly develop this type of remote control solutions it is necessary to have a
real-time update of the car status, which is also one of the tasks of this work.

In addiction, the integration and testing of the developed solutions in the ATLAS-
CAR2 global system are part of this work. The following topics summarise the main
objectives of the dissertation:

ˆ installation of a unit to access the vehicular internal network;

ˆ real-time monitoring and publishing of the status of the ATLASCAR2;

ˆ development of a control unit for the vehicle's actuators dedicated to the direction
and propulsion systems;

ˆ test and integrate the designed systems.

1.3 Document Structure

This document is organised in eight chapters. In the �rst two chapters, the dissertation
is presented by introducing the problem and objectives and describing related works
from di�erent authors. Chapters 3 explains the infrastructure of the work, divided in
two categories: hardware and software. In Chapter 4, the proposed solution to publish
the vehicle's state to the global system is described. Chapters 5 and 6 refer the proposed
solutions to remotely control the vehicle's actuators and explain the control infrastruc-
ture created for that purpose. The tests made to evaluate the proposed solutions and
the results obtained are presented in Chapter 7. Finally, in Chapter 8, the conclusions
of this work and future directions are explained.

Diogo Figueiredo Master Degree
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Chapter 2

State of the Art

As mentioned before, this dissertation will take advantage of the high degree of comput-
erization of modern vehicles to remotely control the actuators of the ATLASCAR2. This
chapter presents some works that use similar techniques to control external actuators of
a Mitsubishi i-MiEV and other vehicles.

2.1 Background - Automotive Electric Systems

In order to understand some of the concepts mentioned in this dissertation and the pre-
sented solutions, it is important to provide a basic background concerning the automotive
embedded systems architecture.

In the late 1970s, due to requirements of California Clean Air Act, the vehicle pro-
duction in U.S. implemented the �rst digital control embedded system [8]. This device,
called Engine Control Unit , was able to improve e�ciency and reduce pollutants by ad-
justing the fuel/oxygen mixture before combustion. The success of this control technique
led to the integration of similar systems controlling and monitoring other functions of the
vehicle. Currently, these digital systems cover, literally, all the vehicles features, includ-
ing the throttle, transmission, brakes,passenger climate and lighting controls, external
lights,entertainment, and so on [1].

Indeed, premium cars can have up to 100 ECUs [9] that must communicate with
each other to monitor and control the vehicle status. To �ll the need for an e�cient and
reliable communication between ECUs, in 1985, Bosh developed the Controller Area
Network (CAN) standard protocol. The internal network of a vehicle can be accessed
via the On-Board Diagnostics II (OBD-II) port, which is mandatory in all cars in U.S.
after 1996 and Europe after 2004 [10] and can be normally found under the steering
column on modern cars. The CAN bus protocol and the characteristics of the OBD-II
port are explained in detail in Chapter 4.

Several research links and documentation that explain the evolution of computeriza-
tion in modern vehicles are available online. However, very few of these documents look
at this topic in a logic of penetrating the car network and ECUs. As an introduction
on how to penetrate cars and its potentials, the online tutorial "How to hack a car |
a quick crash-course", by Kenny Kuchera [10], is a good �rst article to understand the
principals of cars networks and perform the �rst tests on reading and writing messages
on the car network. A deeper and more complex explanation on this theme can be found
on the book "The Car hacker's handbook: a guide for the penetration tester", by Craig
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Smith [11].

2.2 Related Work

2.2.1 Mitsubishi i-MiEV

As mentioned on the ATLASCAR2 project presentation, the Mitsubishi i-MiEV is a full
electric vehicle that brings a lot of possibilities for developing and testing AD applica-
tions. This fact, associated with the low market price of the car, makes it a good option
when trying to turn a regular car into a SDV. Thus, there are several AD projects which,
directly or indirectly, use this model as a platform.

In 2013, an autonomous vehicle startup - nuTonomy [12] - was founded and proposed
thousands of self-driving taxis in Singapore by the year of 2019. One of the models used
was the Mitsubishi i-MiEV (Fig 2.1). They were able to remotely control all the car
actuators, but, unfortunately, the solutions used are not available.

Figure 2.1: World's �rst self driving taxi [13].

Another work that involves self-driving applications in a Mitsubishi i-MiEV is the
demonstration project AUTO C-ITS [14], that ATLASCAR2 project is also part of.
This project is co-�nanced by the European Union and have been creating AD imple-
mentations in Portugal, Spain and France. In Spain, the project has been developed
in partnership with the Polytechnic University of Madrid and the vehicle used as the
project platform is the Mitsubishi i-MiEV (Fig. 2.2).

Again, there is no information concerning the implemented solutions, however, in a
demonstration video [14], it is possible to see that the braking system is controlled by
an external mechanical actuator on the brake pedal, as can be seen in the Figure 2.3.
The solution obtained for the steering wheel remote control is not clear, but, in the same
video, it is possible to see the steering wheel moving without the help of a mechanical
external actuator.
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Figure 2.2: Mitsubishi i-MiEV used in the AUTO C-ITS project in Madrid [14].

Figure 2.3: Remote control solution for the braking system in the AUTO C-ITS project
in Madrid.

Diogo Figueiredo Master Degree
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Finally, there is the ISEAUTO project [15]. This is a cooperation project between
the Tallinn University of Technology (TalTech) and Silberauto Estonia that focuses on
the development of an autonomous minibus (Fig. 2.4) to operate mainly on the campus
of TalTech. In this project the Mitsubishi i-MiEV was used as a test platform and the
minibus was built on the i-MiEV trolley, so the �nal solution uses the propulsion system,
shift mechanism and steering architecture of the Mitsubishi i-MiEV [16].

Figure 2.4: ISEAUTO autonomous minibus [16].

2.2.2 Other Vehicles

There are countless projects that aim to develop AD applications. Some of these are
being developed by major companies, such as the Waymo from Google [17] and the Au-
topilot from Tesla [18]. However, understandably, these big companies have no available
information regarding the implemented solutions for the autonomous mobility of their
vehicles. So, in this section, the work of two security researchers that developed remote
control applications on two di�erent cars and published all their tools, data, research
notes and papers on [19] will be highlighted.

Charlie Miller and Chris Valsek were able to control the main actuators of a Toyota
Prius and Ford Escape by reverse engineering the vehicles' internal communication and
ECU �rmware. This was the initial approach of this dissertation - remotely control the
ATLASCAR2 actuators by sending the correct CAN frames into the CAN bus, however,
as will be later explained, the Mitsubishi i-MiEV ECUs are not ready to control all its
actuators based on CAN communication. Also, this method is associated with some
complications that Charlie Miller and Chris Valsek describe in their work. First of
all, the CAN messages used by the ECUs to perform actions in the vehicle are kept
con�dential by the manufacturer, due to safety reasons. Additionally, the critical actions
are protected by a password, also unknown. Finally, there is a con
ict problem, since
the target ECU will not only receive the injected messages but also those of the original
ECU [20].

In their publications, Charlie Miller and Chris Valsek discussed techniques to deal
with this issues that will not be described in this section, although it is important to
notice this method as a possible solution to solve the problem of autonomous mobility
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in modern vehicles.

2.3 Related Work in Other Contexts

The utilization of several control units in today's vehicles has improved e�ciency and
safety in automotive industry, but has also introduced new potential risks. The possibil-
ity of remotely act on the actuators of a car can compromise the security of the vehicle
occupants when used with malicious objectives.

In 2011, researchers from the University of Washington and the University of Cali-
fornia San Diego [21] showed that malicious code can be injected in the vehicle's bus by
an attacker directly or indirectly (wireless) to control critical systems [22]. In fact, all
the ways the vehicle communicates with the exterior represents a vulnerability that an
attacker can take advantage of to control the vehicle (Fig. 2.5).

Figure 2.5: Attack surfaces existing in a modern vehicle [22].

In their research, the investigators were able to take full control of all the ECUs
connected to the vehicle's CAN bus using di�erent types of attack surfaces, divided by
the authors in the following way:

ˆ Direct physical access: plug the attack hardware directly in the OBD-II port of
the car;

ˆ Indirect physical access: this vulnerability is mainly composed by entertainment
systems, such as CD player, USB port and iPod port;

ˆ Short range wireless access: in this case, the Bluetooth channel was used. This
category also includes Remote Keyless Entry, RFIDs, Tire Pressure Monitoring
Systems, WiFi, and Dedicated Short-Range Communications.

ˆ Long range wireless access: include broadcast receivers for long-range signals, such
as the Global Positioning System (GPS).

Diogo Figueiredo Master Degree
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Unfortunately, the tools and techniques used in the work are not available and not
even the model of the vehicle used as platform is revealed, due to safety concerns. The
main goal of the research was only to show the existence of the referenced threats in
modern vehicles.

In the case of this dissertation, the main objective is to take control of the vehicle
actuators to perform an AD solution, however, it is important to note that similar
techniques can be used to jeopardize the safety of the vehicle and its occupants.

2.4 Current Implementations on Automobile Industry

Last level AD vehicles are still not a reality in today's mobility implementations. So, in
this section, some vehicle functionalities that use the control units and communication
between ECUs will be presented.

Indeed, most of recent innovations in automobile industry were implemented using
software alone. The creation of these functionalities would not be feasible by applying
the traditional mechanical and electrical solutions of the automobile industry.

The systems presented below act on the vehicles external actuators without human
intervention, so, reverse engineering them can, likely, allow to remotely control the main
actuators, under certain conditions.

Cruise Control

The majority of today's cars have Cruise Control. This system allows the speed to be
controlled automatically by an ECU without actions being performed by the driver on
the pedals.

Automatic Parking System

The Automatic Parking System is achieved by controlling, coordinately, the steering
angle and speed of the vehicle, taking into consideration the available space to park. A
vehicle with this feature is able to steer the steering wheel, in a precise way, without
human intervention (at least at low speed driving).

Advanced Emergency Braking System

This system automatically detects a potential collision and activates the braking system
to decelerate/stop the vehicle. In this case, the vehicle is able to use the brakes with no
pressure being applied in the brake pedal.

The topics above include systems capable of control, without human intervention,
the three main components of cars: accelerator pedal, brakes and steering wheel. These
systems alone are proof that modern cars are prepared to be transformed in self-driving
vehicles. In addiction, there are well-known functionalities that are only possible by
using control units and the CAN bus:
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ˆ Auto Start/Stop: in order to improve emissions and fuel consumption, the Auto
Start/Stop system uses various sensor inputs that run in the CAN bus to determine
if is possible to shut down the vehicle;

ˆ Parking Assist systems: when the reverse gear is engaged a signal is send via
the CAN bus and is used to activate various systems, such as the parking sensor
system;

ˆ Collision Avoidance System: the vehicle speed, the speed of the vehicle in front of
it and the distance between the vehicles is monitored in the CAN bus, to provide
a warning to the driver in case of imminent collision;

2.5 Summary

Several works and projects focused on the remote actuation of vehicles were presented
in this chapter, including the Mitsubishi i-MiEV, which is the ATLASCAR2 platform.
Moreover, emphasis was also given to a di�erent approach based on the control of vehicle
actuators by penetrating the CAN bus and replicating the CAN messages that the control
units use to perform the speci�c actions.
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Chapter 3

Experimental Infrastructure

This chapter presents the hardware (Section 3.1) and software (Section 3.2) used in this
dissertation to solve the proposed problems.

3.1 Hardware

3.1.1 CANalyze

The ability to receive and send CAN packets to the CAN bus of the vehicle in a fast
and reliable way is crucial for this dissertation and the ATLASCAR2 project in general.
For that, CANalyze (Fig. 3.1) is used. This device is an open source, native CAN
interface for Linux (Operating System in which the project is based on). This hardware
enables the monitoring and transmission of CAN frames using SocketCAN (Section
3.2.2), facilitating the communication process.

In a simple way, the CANalyze device performs on-board processing of the CAN
packets to make them readable to the user, allowing the computer to become a node of
the vehicle CAN bus.

Figure 3.1: CANalyze - open source hardware to receive and transmit CAN messages
[23].

To connect CANalyze to the OBD-II port of the vehicle, a OBD-II to DB9 serial cable
is required. Also, after processing the CAN packets, CANalyze sends them through a
USB-B port. In order to transfer the data to the computer, a USB-B to USB-A cable is
required.
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